Misinformation [image: ]– A Glossary of Terms 
NB: It is not necessary for students to be familiar with all of terms listed below; you may include some other terms that you think are relevant
· [bookmark: _Int_2mATnYIw][bookmark: _Int_dKY8e5fv]Algorithm – An algorithm is a fixed series of steps that a computer performs in order to solve a problem or complete a task. For instance, social media platforms use algorithms to compile the content that users see. These algorithms in particular are designed to show users material that they will be interested in, based on each user’s history of engagement on that platform.
· Artificial intelligence – (AI) describes computer programs that are “trained” to solve problems that would normally be difficult for a computer to solve. These programs “learn” from data parsed through them, adapting methods and responses in a way that will maximise accuracy. As disinformation grows in its scope and sophistication, some look to AI as a way to effectively detect and moderate concerning content. AI also contributes to the problem, automating the processes that enable the creation of more persuasive manipulations of visual imagery, and enabling disinformation campaigns that can be targeted and personalised much more efficiently.
· Botnet – A botnet is a collection or network of bots that act in coordination and are typically operated by one person or group. Commercial botnets can include as many as tens of thousands of bots.
· Bots – are social media accounts that are operated entirely by computer programs and are designed to generate posts and/or engage with content on a particular platform. In disinformation campaigns, bots can be used to draw attention to misleading narratives, to hijack platforms’ trending lists and to create the illusion of public discussion and support.
· Cheapfake – The term was coined by Britt Paris and Joan Donovan to indicate altered media that has been manipulated without advanced processing technologies (differently from deepfakes), e.g., by speeding or slowing footage. An example is a viral video of Nancy Pelosi, which was slowed down to imply she was intoxicated.
· [bookmark: _Int_Au9G7NIP]Clickbait – The practice of writing sensationalised, misleading, or false headlines in order to attract clicks on a piece of content and therefore encourage traffic.
· Confirmation bias – The tendency to interpret information in a way that confirms what one already believes. For instance, during an election, people tend to believe information that paints the candidate they support positively, while dismissing information that portrays them negatively.
· Dangerous speech – Dangerous speech is any form of expression (e.g., speech, text, or images) that can increase the risk that its audience will condone or commit violence against members of another group. Online disinformation and hate speech constitute dangerous speech when they include elements that can lead to offline discrimination and brutality.
· Disinformation – False information that is deliberately created or spread with the express purpose to cause harm. Producers of disinformation typically have political, financial, psychological, or social motivations.
· Deep Fakes – A term currently being used to describe fabricated media produced using artificial intelligence. By synthesising different elements of existing video or audio file, AI enables relatively easy methods for creating "new" content, in which individuals appear to speak words and perform actions, which are not based on reality.
· Doxing or doxxing – is the act of publishing private or identifying information about an individual online, without his or her permission. This information can include full names, addresses, phone numbers, photos and more. Doxing is an example of malinformation, which is accurate information shared publicly to cause harm.
· DSA (Digital Services Act) – A ground-breaking legislation on Internet safety and platform accountability that regulates digital services (from simple websites to Internet infrastructure services and online platforms) operating in the European Union market or delivering services to European Union users and is a part of the Digital Services Package. The DSA entered into force in late 2022 and will become applicable to all services in early 2024. It will apply to VLOPs and VLOSEs (see definitions) earlier, several months after their designation. The DSA will create a stronger incentive structure for companies to tackle disinformation, thanks to the harmonisation of regulatory oversight and the introduction of due diligence obligations for online platforms. However, it has various limits, such as an extensive focus on illegal content and obligation only for VLOPs and VLOSEs to assess and mitigate systemic risks.
· Fabricated content – Content that is 100% false, designed to deceive and do harm.
· Factoid – A piece of information or news that is repeated so often that it is believed to be true. An example is the belief that the Great Wall of China is visible from the moon.
· Fact-Checking – The process of determining the truthfulness and accuracy of official, published information such as politicians' statements and news reports.
· “Fake news” – A vague, but popular colloquial term widely used across many languages. Politicians and activists have used the term as an insult against their opponents or a way to dismiss stories they simply don't like, no matter whether they are factual or not.
· GDPR (General Data Protection Regulation) – A regulation in European law on data protection and privacy in the European Union and the European Economic Area. Its primary aim is to enhance individuals’ control and rights over their personal data and to simplify the regulatory environment for international business.
· Harmful content – Content that does not always strictly fall under legal prohibitions but that might nevertheless have harmful effects, such as disinformation. 
· Hate speech – Discourse that expresses hate or encourages violence towards a person or group based on inherited characteristics such as race, religion, sex, or sexual orientation. On 9 December 2021, the European Commission adopted a Communication prompting a Council decision to extend the current list of ‘EU crimes’ in Article 83(1) TFEU to hate crimes and hate speech.
· Hoax – A deliberate deception that plays on people's willingness to believe. Hoaxes depend, at least initially, on some people take them at face value. Often, hoaxes are a means of challenging authority, custom, or the status quo.
· Malinformation – Genuine information that is shared to cause harm. This includes private or revealing information that is spread to harm a person or reputation.
· Manipulated content – When genuine information or imagery is manipulated to deceive, for instance in the form of a doctored photo, video, or text.
· Misinformation – Information that is false but not intended to cause harm. For example, individuals who don't know a piece of information is false may spread it on social media in an attempt to be helpful.

· Online platform – A digital service that uses the Internet to facilitate interactions between two or more separate but interdependent users (whether they are companies or private individuals).

· Propaganda – True or false information spread to persuade an audience but often has a political connotation and is often connect to information produced by governments.

· Sock puppet – An online account that uses a false identity designed specifically to deceive. Sock puppets are used on social platforms to inflate another account’s follower numbers and to spread or amplify false information to a mass audience.

· Spam – Unsolicited, impersonal online communication, generally used to promote, advertise or scam the audience. Today, it is mostly distributed via email, and algorithms detect, filter and block spam from users’ inboxes. 

· Synthetic media – Also known as “AI-generated media”. It is a catch-all term for the artificial production, manipulation, and modification of data and media by automated means, especially using artificial intelligence algorithms, such as for the purpose of misleading people or changing an original meaning (e.g., deepfakes).

· Trolling – The act of deliberately posting offensive or inflammatory content to an online community with the intent of provoking readers or disrupting conversation. Today, the term “troll” is most often used to refer to any person harassing or insulting others online.
· Verification – is the process of determining the authenticity of information posted by unofficial sources online, particularly visual media.
· VLOPs (Very Large Online Platforms) – According to the DSA (see definition), a VLOP is an online platform with at least 45 million monthly active users, e.g., Facebook, Twitter, or YouTube...

· VLOSEs (Very Large Online Search Engines) – According to the DSA, an online search engine that has at least 45 million monthly active users, e.g., Bing, Google, or Yahoo.
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